




Friends and enemies: Alice, Bob, Trudy

Security: 8- 2

▪ well-known in network security world
▪ Bob, Alice (lovers!) want to communicate “securely”
▪ Trudy (intruder) may intercept, delete, add messages

secure
sender

secure
receiver

channel data, control 
messages

data data

Alice Bob

Trudy



Symmetric vs. Asymmetric Encryption



Block Cipher: Electronic Codebook



Cipher Block Chaining



Counter



AES

• Block 128 bits
• Keys: 128, 192, 

265 bits.
• 10-14 Rounds.
• Create round keys.

 



Key Exchange:

• Diffie-Hellman
• Generate a key
• Do not transmit


